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O0603HaueHNs U COKpaIleHUs

NCIIdn - uHGOpMAaIMOHHAS CUCTEMA MEPCOHATBHBIX JIAHHBIX
HAC - HECAaHKLIMOHUPOBAHHBIN JOCTYII
11 - IEpCOHAIBHBIE JaHHBIE

[Tonutrka -TONIMUTHKA OOpa30BaTEIbHBIX YUPEHKJACHHH B OTHOIICHUH OOpabOTKH
NEPCOHATBHBIX JaHHBIX

C3I1dun - CHCTEMa 3alllUThI IEPCOHATBHBIX JAaHHBIX

TK3KT - TEXHUYECKas 3alnuTa KOH(puIeHInanbHON HHHOpMAIIH

TC - TEXHUYECKHUE CPE/ICTBA



TepMI/IHLI H onpeaeJaeHusd

ABTOMATH3MPOBaHHAsA 00padOTKa MePCOHAIbHBIX JAHHBIX - 00paboTKa MEPCOHANBHBIX JaHHBIX C
HOMOIIbIO BBIYUCIUTEIBHON TEXHUKH.

Be3onacHocTts MHpOpMamuM — COCTOSIHME 3alUIIEHHOCTH HH(OpPMALUKM  XapaKTepU3yemoe
CIOCOOHOCTBIO CPEIACTB M WH(POPMALMOHHBIX TEXHOJOTHI oOecreynBaTh KOH(UACHINAIBHOCTS,
LIETTOCTHOCTD U JOCTYITHOCTH WH(OPMAITUHU TIPH €€ 00padOTKE TEXHUIECKUMHU CPEACTBAMMU.

Bupyc (KOMNBIOTEpPHBbIH, MPOrPAMMHBIN) - UCIIOJIHSIEMBIM  MPOTPAaMMHBIA  KOJA  WJIU
HMHTEPIPETUPYEMbI HAOOP MHCTPYKLUN, 001a1al01Uil CBOWCTBaMU

Bpenonocnas nporpaMma  —  [pOrpaMma, npelHa3HayeHHass Ui OCYIIECTBIICHUS
HECAaHKIIMOHUPOBAHHOIO AOCTyna W (WIM) BO3JEHCTBHA Ha MNEPCOHAJbHBIE JaHHBIE WJIH PECYpChl
MH(POPMALMOHHOM CUCTEMBI IEPCOHATIBHBIX JAHHBIX.

Joctyn k uHGOPMALMU — BO3MOKHOCTh MOJIy4eHUsI HH()OPMAIMK U €€ UCTI0Ib30BaHUs.
3ammmaemasi uHGopmanus — UHGOpMaIKs, ABIAIOIIAACA IPEIMETOM COOCTBEHHOCTH M MOJJIeKalas
3alIUTe B  COOTBETCTBMM C TpPEOOBaHMSIMM MPAaBOBBIX JOKYMEHTOB WM TpeOOBaHMSIMHU,
yCTaHaBJIMBa€MbIMU COOCTBEHHUKOM HMH(DOPMAIUH.

HNudopmanuoHHass cHCTeMa NEPCOHAJBbHBIX JAHHBIX— COBOKYIHOCTb COZEp)KalIMXcsi B 0Oa3ax
JAHHBIX MEPCOHAIBHBIX JTAHHBIX U 00ECMeUYMBAIOLINX UX 00pabOTKy MH(POPMAIMOHHBIX TEXHOJIOTHH U
TEXHUUYECKUX CPEACTB.

Hcrounnk yrposbl 0e3omacHOocTH MHGOpPMANMU — CyOBEKT JOCTYIA, MaTepUalbHBbIH OOBEKT WU
¢usnueckoe sABICHHE, SBIAIONUECS TPUUMHON BOSHUKHOBEHHS YIPO3bl 6€30M1acHOCTH HH(OPMAIIHH.
Hakonurtens wunHdopManmm — yCTPOHCTBO, IMpeJHA3HAuUEHHOE JUIi 3amucu W (WIKM) YTEHUS
uHpopManuu Ha HocuTenb nHpopMmauuu. Hakonurens napopManyu KOHCTPYKTUBHO MOXKET COAEPIKATh
B ce0e HeOTUYKAaeMbIii HOCUTENb HH(POPMAIIUHU, JTUOO MOKET OBITh NMPEIHA3HAYEH IS NCIIOJIH30BAHUS
CMEHHBIX HOcHUTeNel nHpopmannu. Hakonurenn moapas3iensiorcs Ha BCTPOSHHbIE (B KOHCTPYKTUBE
CHUCTEMHOro OJi0Ka) W BHEIHHE (TMOACOeNUHSIeMble depe3 MopT). BcTpoeHHbIE HAKOMUTENTU
HOJIpa3AeIIsAI0TCA HA CbEMHBIE U HECHEMHBIE.

Hapymurtess 0e30MacHOCTH TMEPCOHAJBHBIX [JaHHBIX — (HU3UYECKOE JIUIO, CIy4YalHO WIH
IpeIHAMEPEHHO COBEpLIAIOIIEE JAECHCTBUSA, CIEACTBUEM KOTOPBIX SIBJISETCS HapylleHHe 0e3011acHOCTU
MEPCOHATBHBIX JaHHBIX MpH HX 00paboTke (B TOM 4YHCIE TEXHWYECKHMMH CpPEICTBaMH) B
MH(OPMALIMOHHBIX CUCTEMaX MEPCOHATBHBIX TAHHBIX.

HecankunoHupoBaHHBIN A0CTYN (HECAHKUMOHNPOBAHHbIE 1eHCTBUS) — JOCTYI K MHQOpMAIUK WU
neiictBus ¢ uHpopmanMen, oCcylIecTBIsEMble ¢ HapyIIEHUEM YCTAHOBJIEHHBIX MpaB U (WUJIH) MpaBUIl
noctyna K mHGOpMalluy UM JIEHCTBUN ¢ HEl ¢ MpUMEHEHHEeM LITaTHBIX CPEACTB MH(DOPMAIIMOHHON
CHUCTEMBbl WIM CpPEICTB, AHWIOTMYHBIX UM II0 CBOMM (DYHKIMOHAJIBHOMY IpPEIHA3HAUYEHUIO U
TEXHUYECKUM XAPAKTEPUCTHKAM.

Hocurenb nundpopmannu — Gu3nveckuii 00bEKT, MpeIHa3HAUYCHHBIN U1 XpaHeHU HHGOPMAITHH.
O0padoTKka NMepCOHANBHBIX JAHHBIX — JIFO0OE NelicTBHE (Oreparus) Wil COBOKYIMHOCTh JACHCTBUI
(oneparuii), coBepiaeMbIX ¢ UCIOIb30BAHUEM CPEICTB aBTOMATU3ALUMH MM 0€3 HCIIOJIb30BaHMsI TAKUX
CPEACTB C MEPCOHAIBHBIMU JaHHBIMM, BKJIIOYass cOOp, 3allUCh, CHCTEMATHU3ALMIO, HAaKOIJIECHHUE,
XpaHeHHe, YyTOouyHeHHe (OOHOBJEHHME, M3MEHEHHUE), U3BJICYEHUE, HCIOJIb30BaHUE, Iepenady
(pacipocTpaHeHue, MpeAoOCTaBICHHE, JOCTYI), oOe3NMYMBaHME, OJIOKUpOBaHHE,  YAAJECHUE,
YHUUYTOKEHUE NIEPCOHANIBHBIX JaHHBIX.

OmnepaTtop — rocy1apcTBEHHBI OpraH, MyHUIUIIAIbHbBIN OpraH, IpUANYECKoe I (hru3nyecKoe JUIIO,
CaMOCTOSITEJIBHO WM COBMECTHO C JPYTMMH JIMIAMHU OPraHu3yloue M (WIM) OCYILIECTBIISIOIINE
00paboTKy NMEepCOHATbHBIX JJAHHBIX, a TAKXKE ONpeeNIoNnue e o0paboTKH MepCOHAIBHBIX JaHHBIX,



COCTaB MEPCOHAJBHBIX NAHHBIX, MOJAJEKAIINUX 00paboTKe, NecTBUS (ONepalnu), COBEpILIaeMbIE C
MEPCOHATIBHBIMH JJAHHBIMH.

IepexBat (uHopmManuu) — HENPABOMEPHOE TMOJNydYeHHE HHGOPMAIMU C  HCIOJIB30BAaHHEM
TEXHUYECKOTO CpEACTBA, OCYIIECTBIAIONIETO OOHApYy>KEHHe, MpHeM HU 00paboTKy HH(OPMATHBHBIX
CHTHAJIOB.

IlepconanbHble TaHHBIE - TI00ass HHPOPMALIKS, OTHOCAIIAACS K MPSIMO FITH KOCBEHHO OTIPE/ICTICHHOMY
WK onpenensieMoMy pu3ndueckoMy JUIy (CyOBbeKTy MepCOHAIbHBIX TAHHBIX).

oab3oBaTes i MHGOPMANMOHHOW CHCTEMbl NMEPCOHAJIBHBIX JAAHHBIX - JIMIO, YYacTBYIOIIEE B
(YHKIMOHUPOBAHWU HMH(OPMAIIMOHHONW CHCTEMBl TEPCOHANBHBIX JAaHHBIX WM HCIOJB3YIOIIEe
pe3ynbTaThl €e PYHKINOHUPOBAHHUSL.

PacnpocTpaneHue mepcoHAIbHBIX IAHHBIX - JICHCTBUS, HAITPABJICHHBIC HA PACKPBITHE TIEPCOHAITBHBIX
JAHHBIX HEONPEAEICHHOMY KPYyTY JIUII.

CucreMa 3alIUTBI NEPCOHAJBHBIX JAHHBIX - KOMIUIEKC OpPraHM3allMOHHBIX Mep U IPOrpPaMMHO-
TEXHUYECKUX (B TOM YHCJIE KpUNTOTpauuecKux) CpencTB odbecrneueHuss 6e30macHOCTH HHpopManuu B
NCIIH.

Texnnueckue cpeacrsa HHGOPMALMOHHON CHCTeMbl NEPCOHANBHBIX [JAaHHBIX - CpEICTBA
BBIYUCIUTEILHON TEXHUKH, HH(OPMAIMIOHHO-BBIYMCIUTEIbHbIE KOMIUIEKCHI M CETH, CpEACTBA U
CHCTEMBI Mepesiauu, prueMa 1 00pabOTKU NMEePCOHAIBHBIX JAHHBIX (CPEACTBAa U CUCTEMBbI 3BYKO3aIUCH,
3BYKOYCUJIEHUS, 3BYKOBOCIIPOM3BEEHHs, IEPETOBOPHBIE U TEJIEBU3MOHHbBIE YCTPOWCTBA, CpEACTBA
U3rOTOBJICHUS, TUPAXHPOBAHUS TOKYMEHTOB U JPyTHe TEXHUYECKHE CPEICTBa OOpabOTKH PEUYEeBOH,
rpaduueckoil, Buaeo - 1 OykBeHHO-IHU(POBOI HH(pOpMAIMK), TPOrPaMMHBIE CPEJICTBA (OTIEPALIMOHHBIE
CHCTEMBI, CHCTEMBI YIIPaBICHHs Oa3aMM JaHHBIX U T.I1.), CPEJICTBA 3aLUTH MH()OPMALIHH.
TexHnuyeckuii KaHaa yTeykd HMH(OPMAUMM - COBOKYNHOCTb HOCUTENs HH(popMaiuu (cpeactsa
00paboTKH), PU3NUECKOI cpeabl pacnpocTpaHeHUs] HHPOPMATUBHOTO CHTHAJIA U CPEACTB, KOTOPHIMHU
J0OBIBAETCA 3aluIaeMas HHPOopMaus.

¥Yrpo3bl 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX - COBOKYITHOCTb YCIIOBHH U ()aKTOPOB, CO3AIOLINX
OMAaCHOCTh HECAaHKLIMOHWPOBAHHOTO, B TOM YHCIE CIy4allHOTO, JOCTyHa K MEPCOHAJIbHBIM JIaHHBIM,
pe3yabTaTOM KOTOPOTO MOXET CTaTh YHHUYTOKEHHE, H3MEHEHHe, OJOKMpPOBaHUE, KOMHPOBAHHE,
pacnpocTpaHeHHe TEepCOHANBHBIX JTAHHBIX, a TaK)Ke MHBIX HECAaHKIMOHWPOBAHHBIX JCUCTBUHA MpPU HX
00paboTke B MHPOPMALIMOHHOM cUCcTEME EPCOHANIBHBIX JAHHBIX.

YHHYTOKeHHe NePCOHATbHBIX [aHHBIX - JICHCTBHUS, B pe3yJbTaTe KOTOPHIX CTAHOBHTCS
HEBO3MOXXHBIM BOCCTAaHOBUTH COJICp)KAHWE TEPCOHAIBHBIX JaHHBIX B HH(POPMAIMOHHOW CHCTEME
MEPCOHATBHBIX JAHHBIX W (WIM) B PE3yJibTaTe KOTOPHIX YHHUYTOXKAIOTCS MaTepUAIbHBIC HOCHTEIN
MIEPCOHAIBHBIX JaHHBIX.

Yreuka (BammmaeMoil) HHpopMaIMH 10 TEXHHYECKMM KAaHAJaM — HEKOHTPOJIHMPYEMOE
pacrpocTpaneHre HHGOPMAIMK OT HOCUTEIS 3amuiaeMoi nHpopmanuu yepes GU3NIeCcKyro cpeay a0
TEXHUYECKOT'O CPEJICTBA, OCYILECTBIIAIOLIET0 epexBaT HHPOPMALIUH.



1. OcHOBHBIE MOJI0KEHUSA

Hacrosimas [Tonmutuka ycTaHaBIMBaeT MOPSIOK OPTaHU3AIMK U MPOBEICHUST PadOT MO 3alIuTe

unpopmanmu B MCIIJIH, co3maBaeMbIXx M SKCIUyaTHPYEMBIX B 00pa30BATEIbHOM YUPEKICHHU.

TpeboBanust Hacrosimeidl [loMUTHKH pacpoCTpaHSIOTCS Ha 3aIIUTy HH(POPMAIMM ¢ OrpaHHYCHHBIM

JOCTYTIOM, OTHECeHHOH K mH(popmammu, coctapisromeid [1/{a. TlomuThka sBIsSETCS IOMOJHEHHUEM K

nerctByromuM B Poccuiickoit ®enepanvii HOPMAaTUBHBIM JTIOKYMEHTaM [0 BOIMpPOcaM oOecredeHust

nH(popmannoHHoi 6e3onacHocty [1/1H, 1 He HcKIIOYaeT 005A3aTEIBLHOTO BBHIIOJHEHHS UX TPEOOBaHUM.

[TonutHka cy>KUT OCHOBOH Il pa3pabOTKU KOMIUIEKCA OPTaHU3AI[MOHHBIX U TEXHUYECKUX MEP

1o obecrneuenuto nHpopmanronnou 6ezonacHoctu [1JIn B MOV J1O «/leTckast my3bikanpHast mkona No

1 mm. T CI/IHI/IC&]’IO», a TAaK)XKXC HOPMATUBHBIX WU MCTOAWMYCCKUX JOKYMCHTOB, O6€CH€‘II/IBaIOHH/IX €c

pean3aIuio.

[TonuTuka onpezaenseT cleAyole OCHOBHBIE BOIPOCHI 3aIUThHI HH(OpMaUU:
OCHOBHBIC ITPUHITUIIBI ¥ TPEOOBAHUS 110 3anTuTe HHGOpMaIuu, coctapistoniei [1/1H,
MOPSAIOK OPTaHU3AlMU U TPOBEACHUs paboT Mo 3auuTe HHQOpMaILnH,
MOPSIIOK oOecriedeHus 3auuThl nHpopManuu rpu dkcruryataruu MCIT/IH,
MOPSAIOK OpraHU3alliy JEJIONPON3BOACTBA, XpaHEHHs U oOpallleHus HaKOIUTeNeH W
HocHTeNel HHPOpMAITHIH.

2. llpuHuunel od6ecnevyeHus 3alIUThI HH(POPMALIMH, COCTABJIAIONICH NTEPCOHATbHbIE JaHHbIE

33.H.II/ITE[ I/IH(I)OpMaI_II/II/I, COCTaBJISIONICH HI[H JOJIDKHA OCYHICCTBIIAATECA B COOTBETCTBUH CO

CJICAYIOIMMHU OCHOBHBIMU IMPUHIIUITIAMU

3aKOHHOCTh — MpeAnonaraeT obecnedyeHue 3amuthl [1/[H B COOTBETCTBUU ¢ JIEHCTBYIOIINM B
P® 3akoHOATENHCTBOM M HOPMATHBHBIMU akTamu B oOnactu 3amuthl [1/[H. [Tonb3oBarenu u
obciyxuBatonuii nepconan WCIIJIH momkHBI OBITh OCBEAOMIJICHBI O TpaBHIAX M TOPSIKE
paboThI ¢ 3amuimaeMoi nHpopmanmeir 1 00 OTBETCTBEHHOCTH 33 UX HAPYIIICHUE.

CUCTEMHOCTh — MPEANOJIaraeT yYeT BCEX B3aMMOCBA3aHHBIX, B3aMMOJCHUCTBYIOIIUX U
W3MEHSIONIMXCS BO BPEMEHU JJIEMEHTOB, YCJIOBUM U (PAKTOPOB, CYIIECTBEHHO 3HAUMMBIX JJIS
MOHUMAaHHUA U penieHus npoodiemsl odecnieuerns 6e3onacaoctu [11x UCITAH.

KOMIUIEKCHOCTh — MPEAMNOJIAraeT COrJIaCOBAHHOE MMPUMEHEHUE PA3HOPOIHBIX CPEACTB U CUCTEM
NP TOCTPOCHUH KOMIUIEKCHOM CHCTEMBI 3alluThl WH(OpPMAIMU, TEPEeKPHIBAIOIICH BCe
CYIIECTBEHHBIC KaHAJIBl peaju3alliil yIrpo3 W HE Ccojepkameld ciadbIX MeCT Ha CThIKax
OTJIETTbHBIX €€ KOMITOHEHTOB. [IJIsl KaKI0TO KaHaa YTeuKd HHGOPMAITUU U JIJIST KaXKIOH YrpO3bl
0€30MacHOCTH JOJKHO CYIIECTBOBATh HECKOJBKO 3alIUTHBIX pyoOexken. Co3maHue 3alIuTHBIX
pyOexeil ocylecTBISIETCS C y4e€TOM TOro, 4TOObl ISl UX MPEOJOJICHUS MOTEHIIMATIbHOMY
3JI0yMBILLIEHHUKY TpeOoBaIKCh npodeccuoHanbHbIe HaBBIKH B HECKOJIBKUX
HEB3aMMOCBSA3aHHbBIX 00JIACTSX.

HENpPEephIBHOCT, — mpeanonaraeT (yunkuuonupoBanue C3II[lH B Buae HenpepbIBHOTO
LEJIEHANPABJICHHOTO Mpoliecca, MPEANOIaralouiero NpUHITHE COOTBETCTBYIOIIMX MEp Ha BCEX
sranax xu3HeHHoro mukiaa UCIIa. UCIIIH qomKHBl HAXOAUTHCS B 3alUIICHHOM COCTOSHHUH
Ha TPOTSHKEHUHM BCETO BPEMEHM MX (DyHKIHOHUPOBAHUS. B COOTBETCTBUU C 3TUM MPHUHIMIIOM
JOJKHBI MPUHUMAThCS Mepbl He Aomyckatouue nepexoa MCII/IH B He3aluIleHHOe COCTOSIHUE.
CBOEBPEMEHHOCTh — MpEJIoiaraeT ynpexaaouil XxapakTep Mep obecredeHus: 0€30MacHOCTH
[II1, TO ectb mocTaHOBKY 3anauy no komiuiekcHoi 3amurte WCII[IH u peanuzauuio mep
obecnieuenuss OesomacHoctu [1/IH Ha panHux cragusx paspabdotrku HMCII[AH B menom u ee
CUCTEMBI 3alIUThl HHPOPMAIUH, B YACTHOCTH.



CoBeplIeHCTBOBaHME — TMPEAINONATracT IOCTOSHHOE COBEPIICHCTBOBAHUE MEpP U CPEICTB
3a0MThl  MH(QOpPMAMK HAa OCHOBE KOMIUIEKCHOTO TPHUMEHEHHsS OpraHU3allMOHHBIX U
TEXHUYECKUX PEUIeHNH, KBaTU(HUKaAIMK TepcoHana, aHanusa Gynkinuonupoanus MCII/H u ee
CHCTEMBI 3alUTHl C y4eToM H3MeHeHui ycnoBuil (yHkuuoHupoanus WMCIIIH, mosBieHus
HOBBIX METOJIOB M CPEJCTB IepexBaTa HMHPOpMAIMH, U3MEHEHUI TpeOoBaHMI HOPMAaTHBHBIX
JIOKyMeHTOB 110 3amure [1/1H.

MEepPCOHANIbHASL OTBETCTBEHHOCTh — IPEAINOJIAraeT BO3JIOXKEHHE OTBETCTBEHHOCTH 32
obecrieuenne OezomacHoctu [IJ[H m MCII[lH Ha KaXmoro HCHOJHUTENS B Tpeneiax ero
MOJIHOMOYUI. B COOTBETCTBUM € 3THM NPUHIMUIIOM paclpeaeseHre MpaB U 00sS3aHHOCTEH
WCIIOJIHUTENIEH CTPOUTCS TakuM oOpa3oM, 4YTOOBI B ciyyae JitoOOTO HapylIeHUs Kpyr
BUHOBHMKOB ObUI YETKO M3BECTEH WJIU CBEJCH K MUHHUMYMY.

MUHUMAaJIbHAs TOCTATOYHOCTh — IIPEAIONIAracT MPEJOCTaBICHUE UCIIOIHUTEIAM MUHUMAIBHO
HeoOXoauMbIX mpaB noctyma k pecypcam MCII/IH B COOTBETCTBMHM C TPOW3BOJCTBECHHOU
HE0OXO0IMMOCTBI0, Ha OCHOBE IIPUHIUIIA «3aMPEIIEHO BCE, YTO HE Pa3pEeLICHO SBHBIM 00pa3oM».
IMOKOCTh CHUCTEMBI 3aIlUThl — IPEANosaraeT HaJuyue BO3MOXXKHOCTH BapbHPOBAHUS YPOBHEM
3alIUIEHHOCTH IPU U3MeHeHUH ycinoBull GpyHkimonuposanust UCII/IH.

00513aTeNIbHOCTh KOHTPOJISI — IPEIoiaraeT 00s13aTeIbHOCTb U CBOEBPEMEHHOCTD BBISBICHUS U
IpecedeHus MONbITOK HapyLIeHUsl yCTaHOBJICHHBIX paBui obecrieuenus 6e3onacHoctu [1/1H Ha
OCHOBE HCIMOJIb3YEMBIX CUCTEM M CPEJCTB 3alUThl HH(popManuu. KoHTpoib 3a 1eSTeTbHOCTHIO
KaX/10TO MOJIb30BATENsl, KAKJOr0 CPEJICTBA 3aIUTHl M B OTHOIIEHUH KaXJI0OT0 00BEKTa 3alUThI
JOJDKEH OCYIIECTBIISATHCS HA OCHOBE IPUMEHEHUS CPEACTB KOHTPOJIS U PETUCTPALMU U JAOJKEH
OXBaThIBaTh KaK HECAHKI[MOHUPOBAHHBIE, TAK U CAHKLINOHUPOBAHHBIE AEUCTBHS M10JIb30BATEIEH.

3. OcHOBHBIE TPeOOBAHHUS 110 3aIMTEe HH(POPMALINH COCTABJSIONIEl epPCOHATbHbIC
JNaHHbIE

3amura wHpopmanmu B MCII[IH sBiseTcs HEOTHEMIIEMOW COCTABHOM YaCThHIO
YOPaBICHYCCKOW M HAYYHOU JIEATEIBHOCTH O00pa30BaTEIIbHOTO YUPESKICHUS W JIOJDKHA
OCYIIECTBIISATHCS BO B3aWMOCBSI3U C APYTUMHU MEpaMHU 1O 3amuTe HHGOPMAIH, COCTaBISIOMEH
[/1H.

3amuTa HHGOpPMAIUH SABJISETCS COCTABHOM 4acThi0 paboT MO CO3JaHMIO U HKCILTyaTalul
UCIIda m nomKHA OCYIIECTBIATHCS B YCTAaHOBJICHHOM HacTosimie [lomuTukoil mopsiike u
peaTn30BBIBATHCS B BUE CHCTEMBI (TTOACHCTEMBI) 3amuThl [1J[H.

3amura nHDOpPMAIUK JOHKHA OCYIIECTBISITHCS TIOCPEJCTBOM BBIMOJHEHUS KOMILIEKCA
MEPOIPHUATHIA N0 MPEJOTBPALICHUIO YTEUKH MHGOPMALMU 10 TEXHUYECKUM KaHajlaM, 3a CUeT
HC/I x Hel, no npeaynpexaeHuto MpeIHaMepeHHbIX TPOrPAMMHO - TEXHUYECKUX BO3ICHUCTBHI
C LIeNIbI0 HapYILIEHUS IEJIOCTHOCTH (YHUYTOXKEHUS, MCKaXEHUs) UH(OpMalMu B Ipoliecce ee
00paboTKH, Mepefayd M XpaHEHUs, HapyLICHHs €€ CAHKIMOHUPOBAHHOW JIOCTYMHOCTU U
paborocnocodnoctu TC.

B MUCIIJJlH f[0mWKHBI HWCMONB30BAaThCA  CEpTU(UUIMPOBAHHBIE IO TpeOOBaHUSAM
0e3omacHOCTH HMH(pOpPMAlMKM CPEeACTBA 3aluThl WHOpMAuu W (WIM) TEXHUYECKHE U
OpTraHMU3AIMOHHBIE PELICHUS, UCKIIOYAIOIINe YTeUKy WHGOpMAIMU M0 TEXHUYECKUM KaHallaM,
3a cuer HCJl, mnpenynpexnaroiue HapylleHHe IEJIOCTHOCTH HHpopManuu ©  ee
CaHKLIMIOHUPOBAHHOM JTOCTYHOCTH.

3amuTta wuHpoOpmanuu AOKHA ObITh OUB(EpeHIIMPOBAHHOW B 3aBHCHUMOCTH OT
MIPUMEHSIEMBIX TEXHUYECKUX CPENICTB, 00padaThIBaroONMX MHPOpMAIUIO cocTaBistomnyto [1/1H,



ycTaHoBiieHHOro ypoBHs 3amuiieHHoctd WMCII/H, ycranoBinennoro kmacca WCIIAH u
yrBepxaeHHoi s UCI I moaenu yrpos.

Bce wucnomszyempie B MCII[IH cpenctBa 3ammutel MH(DOpPMAIMHM JTOJDKHBI  OBITH
IPOBEPEHBl HAa COOTBETCTBUE OTPAaHMYEHHUSM M YCIOBHUSAM 3SKCIUIyaTallUM, W3JI0)KEHHBIM B
cepTU(HKATe COOTBETCTBHS, OSKCIUTyaTallMOHHOM JOKyMEHTalmu Wi ¢dopmyispe (s
TEXHUYECKUX U MIPOrPAMMHBIX CPEJICTB 3aLIUThl THPOPMALIUU COOTBETCTBEHHO).

OO0pabotka wHpoOpManuu coctaBisromeid [IJ[H ocymiecTBisieTcss Ha OCHOBaHUH
MMCBMEHHOTO pa3pelleHus (MpuKas3a) pyKOBOJUTENS YUPEKICHUS, B KOTOPOM 3KCILTyaTUPyeTCs
NCTIn.

OTBeTCTBEHHOCTH 3a O0ecreueHue BhIMOIHEHHS YCTaHOBIIEHHBIX TpeOOBaHU MO 3aluTe
nH(pOpMallMd  BO3JIaraeTcs Ha PYKOBOOUTENS  YUpPEXKACHHSA, B KOTOPOM  CO3Zaercs
(coBepmieHnctByetcs) u dkcrryatupyercs UCITH.

Bce MUCII[IH momxHBI TPOUTH OLEHKY 3(PGEKTUBHOCTH MPUHUMAEMBIX MeEp IO
obecnieuenuro 6e3omacHoctu [1/IH 10 Hauana o6padoTku naGopmanuu coctasistomeit [1/1x.

4. Ilopsiiok OpraHu3anuy U NpoBeeHust padoT mo 3amuTe HHGoOpMaAKu

Opranuzanus paboT mo 3ammre HHQOpPMAMM BO3JAraercs Ha PYKOBOAUTENS
YUPEXKIEHUS, OCYIIECTBISIIONIET0 pPa3padOTKy (MOAEpHU3ANMI0) U (WJIM) HKCIUTyaTalllio
NCIIH.

Opranuzauuss ¥ nposefeHue pador mo 3ammre uHpopmanuu, cocrasistomei [11H
pa3NUYHBIX CTagusX pa3paboTku, BHeapeHus u skcmryatauun WCIIH onpenensetcs
neiicTByromuMu B PO HOpMaTUBHBIMHU JOKYMEHTAMHU M HACTOSIIMM JOKYMEHTOM.

[IpoBenenue pabor mo 3ammre uUHPoOpmauuu, cocrasisomeit [1/1H, ocymecTBisercs
CWIaMU YUpeXKIEeHMs, B KoTopoM co3naercs (coepumeHcrByercsi) WCIIJIH. B cioyuae
HEBO3MOXXHOCTH WJIM HEIeNeCOO0OpPa3sHOCTH BBHIMOJIHEHUS paboT Mo 3amuTe HH(OpMaIiu
CHJIaMH YYPSXKICHHS K OSTUM paboTaM [O/DKHA NPUBJICKAThCA —CHEIHMAIM3UPOBAHHAS
OpraHM3alysl, UMEoIas COOTBETCTBYIOIINE JUIIEH3UU Ha MPABO BBINOJIHEHUS pabOT U OKa3aHUs
ycayr o T3KH.

Craguu co3aHusl CUCTEMBI 3alIUThl HH(pOpMAaLIUU:

Ilpeonpoexmnas cmaous — BKJIIOYAET MpeAnpoekTHoe obcnenoBanue cozmaBaemoit MCII/H,
pa3paboTKy AaHaJTUTHYECKOrOo OOOCHOBAaHHSA HEOOXOJUMOCTH CO3JAHMSI CHUCTEMBl 3alllUThl
nH(pOpMaLIMU U TEXHUYECKOIO 33a/IJaHUs Ha €€ CO3/1aHue.

Cmaousa npoexmupoganusi (pa3paborku mpoektoB) u peanmsaruu HWCIIJlH — Brmrovaer
paspabotky C3I1[1na B coctaBe UCIT/IH.

Cmaous 6so0a 6 Oeticmeue cucmemvl C3I1/{n — BKIIOYAET OMBITHYIO IKCILTyaTAIUIO U IPUEMO-
CAATOYHbIE HUCHBITAHUS CPEJICTB 3allUThl HHPOpPMAIMHM, a TaKXKe OLEHKY 3((EeKTUBHOCTH
MIPUHUMAEMBIX Mep 10 obecreueHuto 6e3onacHoct [1/1H.

5. Ilopsinok obecneyenus 3amuThl UHGopMauuu npu >xcayaranun UCII/In
Oxcruryarauuss MCII[IH  pomkHa OCYIIECTBIATBCS B MOJHOM COOTBETCTBUU €

YTBEPKICHHOW MPOEKTHOH, OpPraHU3allMOHHO-PACIOPSAMUTENIbHOM U SKCIUTyaTallMOHHOU
nokymenTtauueid UCITH.



OTBETCTBEHHOCTHh 3a OOEcleUYeHue 3aIlUThl WHPOpPMAlUK B MpPOIEcCe HKCIUTyaTalllH
NCTI/In Bo3nmaraercs Ha PyKOBOAMUTENS 0OpPa30BATEIBHOTO YUPEXKJICHUS, B BEACHUH KOTOPOTO
Haxomutcs 3ta UCTI/IH.

OTBETCTBEHHOCTH 32 COOJIOZICHNE YCTAaHOBJICHHBIX TPEOOBaHUIA 10 3aIuTe HHYOpMAIIH
npu ee obpaborke B WCII[lH Bo3maraercss Ha HemocpeacTBeHHBbIX wucnonHuteneit MCIIAx
(mosp30BaTeleil, aIMUHUCTPATOPOB, OOCTYKUBAIOLTUN TIEPCOHAI).

B ciydae m3meHeHus cBeneHUE 00 00pa0OTKE MEPCOHAIBHBIX JaHHBIX, HEOOXOIMMO
npouHdopmupoBaTh PockoMHaa30p He no3aHee 15-ro yncna mecsia, CIeayoIero 3a MeCsILEeM,
B KOTOPOM BO3HMKJIM TAaKH€ U3MEHEHUS.

Cpok pearupoBaHMsi Ha OOpalleHus] CyObeKTOB MEPCOHATBHBIX JAaHHBIX cocTaBiseT 10
pabounx AHEH.

Hampasnenune yBenomiieHHs O MPOJUICHUHM CpPOKa MPEAOCTaBICHMS 3allpalliiBaeMoil
nHpopmanuu B PockomHaamzop - 10 5 pabounx ITHEH.

[Ipekparmiats 00pabOTKy MEpCOHATBHBIX JAaHHBIX B TeueHHe 10 qHEH MPH MOCTYIICHUU
COOTBETCTBYIOIIETO 0OpallleHus OT CyObeKTa MEPCOHAIBHBIX JaHHBIX.

3a HapylleHHe YCTaHOBJEHHBIX TpeOOBaHUU MO 3amIuTe WHOOPMALUU PYKOBOAUTEIH
yupexaeHusi, B BeleHuu KoToporo Haxonutcs WCIIJJH wu (unm) HemocpeACTBEHHBIN
UCTIOJTHUTENb TPUBIEKAIOTCS K OTBETCTBEHHOCTH B COOTBETCTBUHM C JeicTByomuM B PO
3aKOHOAATEITHCTBOM.

6. ITopsinok opraHu3anuy JeJIONPOU3BOACTBA, XPAHCHUS U 00paLICHUS
HAKoONUTeJIeH U HocuTe el uHopManuu

Bce Hakomurenn wu HocuTenu uHPopMmauuu conepxamue IIJIlH Ha OymaxHOi,
MAarHUTHOM, MAarHUTO - ONTHUYECKOW W HHOW OCHOBE, HUCIIOJb3yEMBIE B TEXHOJIOTMYECKOM
nporecce oopadboTku nnpopmaru B UCII/IH, nmoanexaT ydeTy, XpaHEHUIO U OOpaIICHUIO B
COOTBETCTBUM C TPeOOBAHUSMU KOH(PHUICHIIMATHHOTO JASIOTPON3BOICTBA.

Opranmzanus 4 BelleHHE ydeTa Hakonutened u Hocutene [1/IH, opranuzamms ux
XpaHEeHHUS, oOparteHus u YHUYTOKEHUS OCYIIECTBIISIOTCS OTBETCTBEHHBIMU
JEJIONPOU3BOAUTEISIMU KOH(PHUICHITUAIBHOTO Jienonpon3BoacTBa. [1/IH, 1omKHBI 000CO0IATHCS
OT WHOW WH(OpMAIMK, B YACTHOCTH IMyTeM (HUKCAIlMM WX Ha OTIEIBHBIX MaTepHATbHBIX
Hocutensix [1/]H, B cienmanpHbIX pa3aenax uid Ha noJisix ¢hopm (G1aHKOB).

[Ipu ¢pukcanuu [1/lH Ha MaTepuaIbHBIX HOCUTENSAX HE JA0MycKaeTcs (PUKCalus Ha OJTHOM
MarepuaibHoMm Hocutene [1/1H, menn 06paboTKH KOTOPHIX 3aBEIOMO HE COBMECTHMBI.

Jnst o6paboTku pasznuuHbix kKateropui I1/lH, ocymecTBisiemoil 0€3 HCIOIB30BAHUS
CpPEACTB aBTOMAaTH3allUM, A Kaxaol kareropuu [IJIH nOJDKEH HMCHOJB30BATHCS OTIEIbHBIN
MaTepHuaibHbI HOCUTEb.

O6padotka [1/n 6e3 ucmosb30BaHUs CPEACTB ABTOMATH3AIIMN JOJIKHA OCYIIIECTBISATHCS
TaKUM 00pa3oM, 4TOObI B OTHOILIEHUH Kax 0¥ kareropuu [1J[H MOHO ObLIIO ONpenenuTh MecTa
xpanenus [1JIH (MatepuanbHBIX HOCHUTENEH) U YCTAaHOBHUTH MEPEUYEHb JIUI, OCYIIECTBISIFOIINX
006paboTtky [1JIH 1M060 MMEIOIMX K HUM JIOCTYII.

JlomkHo obecnieuuBaThecsi pasfenbHoe xpaHenue [I/[H (MaTepuanbHBIX HOCHTENEH),
00paboTKa KOTOPBIX OCYIIECTBISIETCS B PA3IHUHBIX ENISX.

[Ipn XpaHeHuM MaTepHaNbHBIX HOCUTENEH JOMKHBI  COONIIOATHCA  YCIOBHSA,
obecrnieunBaroIye COXpaHHOCTh [1JH 1 UCKTI0OYaoIe HECAaHKITMOHUPOBAHHBIN K HUM JTOCTYII.



B ciyuae m3meHeHus cBeieHUM 00 00pa0OTKE MEPCOHAIBHBIX JaHHBIX, HEOOXOIUMO
npouHdopmupoBats PockoMHa30p He mo3aHee 15-ro yrcna Mecsna, CIeayIoero 3a MecsieMm,
B KOTOPOM BO3HMKJIM TAaKH€ U3MEHEHUS.

Cpoxk pearupoBaHusi Ha OOpallleHHUs] CYObEKTOB MEPCOHAIBHBIX JAHHBIX cocTaBisieT 10
pabouux JHEH.

Hampasnenune yBenomiieHHs O MPOJUIEHUHM CpOKa IPEAOCTaBICHMS 3allpalliiBaeMoil
nHpopmannu B PockomHanzop - 10 5 pabouux aHEH.

[Ipekpamiate 00pabOTKy NEPCOHATBHBIX aHHBIX B TedeHUe 10 mHel Mmpu MOCTYIUICHUH
COOTBETCTBYIOILETO 00pallleHUs OT CyObEKTa NEPCOHAIBHBIX JaHHbBIX.

7. Kontpousb cocrosinus v 3¢pdexkruBrocTu 3amutsl UCIIIn

B UCIIIH momkeH oCymecTBIAThCS KOHTPOIb U (MJIM) ayauT COOTBETCTBUS 00pabOTKH
[IIn netictBytomum B P® 3akoHomatenbcTBy W TpeOoBanusaMm K 3ammte I1[IH, a Taxke
HacTosel [lonmuTuke U TOKaIbHBIM aKTaM yUpEeKACHUS.

KonTponb 3akitouaeTcsi B OLEHKE BBIIOJIHEHUSI TPEOOBaHUN HOPMATHUBHBIX IOKYMEHTOB,
000CHOBAHHOCTH TMPHUHSATHIX Mep U OlEeHKEe 3()PPEKTUBHOCTH MPUHATHIX MEpP MO 0OECIEeYCHHUIO
I11H.

KonTtpons noapaszaensercs Ha onepaTUBHbIN U MJIAHOBBIN (EpUOUUECKUiL).

B npouecce oskcrutyaramun WMCII[An B wnemax 3ammurel uHpopmauuu ot HCJ
OCYILIECTBIISIIOTCA OINEPaTUBHBI KOHTPOJIb M NEPUOAMYECKUN KOHTPOJb 3a BBIIIOJHEHUEM
UCTIOJHUTENIIMU  TpeOOBAaHUHM JEHCTBYIOIMX HOPMATHUBHBIX JIOKYMEHTOB IO BOIpPOCAaM
obecrieueHus 6€301MacHOCTH U 3amuThl [1]1H.

C uenpl0 CBOEBPEMEHHOTO BBIBICHHS W NPEJOTBPALICHUS YTEUKH HH(POpMAIUH,
HCKIIIOUEHUs] WIHM cyliecTBeHHoro 3arpyaHeHuss HCJ[ m mpenoTBpaiieHuss crenualbHbIX
BO3JICHCTBUI (IPOrpaMMHO-TEXHUYECKUX M JIp.), BBI3BIBAIOIIMX HApyLIEHHE LEJOCTHOCTH
uHpOpMauu WM padboTocnocoOHOCTh TexHHueckux cpenacts, B MCII[IH obpa3oBarenbHBIX
YUPEKICHUN MPOBOAUTCS TUIAHOBBIM MEPUOIUYECKUN (HE peke OJHOTO pasza B roj) KOHTPOIb
COCTOSIHUS 3aIIUTHI HHPOPMAITUH.

[Ipn mpoBeneHHH IUTAHOBBIX MPOBEPOK OCYILIECTBISETCS KOHTPOJIb BEJIEHUS Y4YETHOU
nokymenTanuu, 3amumeHHocty WCII[H ot yreuku I[I/lH mo TeXHHMYECKUM KaHajaM,
BBIOOPOYHBIN KOHTPOJIb COIEP)KUMOI0 HAaKOMUTENEH U HOocUTeNnel HHPOpMaIUY, U T.II.

Pe3ynbTaTsl KOHTPOJISE OQOPMIISIOTCS] AKTAMH, 3aKJIFOUEHUSIMU U 3aITUCSIMHU.



